RECHERCHE

“-um"'m*'I'-"”"ﬁ'""]"”'r””"f"”ffr-rm':fm;”
W% L

H

Biomedical research:
achlevmg transparency

y under the General Data
Protection Regulation

A new European requlation on data protection is currently kee-
ping organisations across Europe busy in adapting their pro-
cedures, policies and documentation to meet the new requi-
rements. For research, this regulation will have considerable
consequences as well. An important aspect is the transparency
of the processing of personal data in research.

Dr Regina Becker, Strategy Development Bioinformatics Core,
Luxembourg Centre for Systems Biomedicine (LCSB),

On 25" May 2018, the new Eu-
ropean General Data Protec-
tion Regulation (GDPR)' came into
force.

It was created with the aim of har-
monising data protection legislation
across the European Union (EU) and
allowing seamless cross-border pro-
cessing of personal data. For health
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and genetics data, however, this har-
monisation has not been achieved as
each country is free to introduce its
own limitations on the processing of
these data types.

Therefore, it is also important to be
aware of the national implemen-
tations of the GDPR in the different
countries.
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Most of the implementation is done
in national data protection legisla-
tion but sectorial law, in particular for
health and social security, research,
genomics and biobanking, can in-
clude relevant provisions as well.
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The requirement for transparency in
data processing is now harmonised
across the EU. This transparency in-
cludes the way the data controller
communicates with the data sub-
jects, the information that should be
provided on the processing, as well
as on the rights of the data subjects
towards the controller and the pro-
cessing of their data. Here a controller
is the initiator of the research project,
the data subjects are the study partici-
pants. The leading principle is that the
participants should never be surprised
about how or where their data are
processed.

What information needs
to be provided to study
participants?

Already under the previous Directive
(EU) 2016/680%? the advance infor-
mation provided to the data subject
about the data processing was a
prerequisite for processing the data.
In clinical research this was always
implemented in the data informa-
tion sheet. The information pro-
vided to the study participants for
compliance with the Directive used
to comprise the identity of the con-

troller, the purpose of the processing
(i.e. the research project) as well as,
where applicable, the right to with-
draw consent, to access the data
or to rectify them. In accordance
with ethical principles, the provision
of this information should always
be phrased in a way that is easily
understandable by the study partic-
ipants.

The requirement for
transparency in data
processing is now
harmonised across the EU.

The GDPR now requires in addition
the provision of the retention time of
the data, the contact details of the
data protection officer of the con-
troller’s institution, the explicit insti-
tutions with whom the data will be
shared or, if this is not possible, the
category of recipients, and in partic-
ular any intention to share the data
outside the EU as well as the cor-
responding safeguards that will be
in place to protect the rights of the
study participants. The rights of the
data subject are also now extend-
ed, including the right to restrict the
processing or at least object to it, to
request data be deleted, the right to
request transfer of the data to a dif-
ferent controller, as well as the right
to lodge a complaint to the data
protection authorities. Where these
rights are restricted in the interest of
research, this needs to be explained.
Furthermore, the legal basis for the
processing now needs to be men-
tioned, such as consent or public in-
terest. Where “legitimate interest”
is used as a legal basis, this interest
needs to be explained.

Challenges brought
by the new law

A challenge is posed by the provision
in the GDPR that the data subjects
also need to be informed about any
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changes to the purpose of the pro-
cessing for which the data were col-
lected. In research this means that any
data that were collected for a defined
study, without an indication of the
use of the data in further research
projects, cannot readily be used in any
other way. Even with the approval of
an ethics committee and even though
a consent of the study participants
may not be needed, the participants
nevertheless need to be informed
about this new purpose.

The previous Directive did not explicit-
ly request information on further pro-
cessing to be given to data subjects
and it remains unclear how the con-
troller can comply with this require-
ment if the study participants are no
longer reachable. It may be sufficient
to announce such information pub-
licly such as in relevant newspapers,
but confirmation that this is sufficient
should be sought with the respective
data protection authorities.

Another challenge is that data sub-
jects need to be informed by the
controller if the data are being ob-
tained from a source other than the
data subject directly. This could be
e.g. a public registry, other people
or publicly available sources such as
the internet. Such information has
to be provided within a maximum
period of one month. A derogation
from this requirement for scientific
research is possible, however, in case
the information obligation is impossi-
ble to comply with or involves a dis-
proportionate effort — proof of these
pre-conditions should be kept by the
controller. The arguments on which
the decision is based need to be doc-
umented, but there is currently no
clear guidance on what are sufficient
arguments.

The preamble of the GDPR refers to
the age of the data and the number
of data subjects, but the European
Data Protection Board (previously
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called the "Article 29 Working Party”
under the Directive) currently gives
conflicting information when such
disproportionate effort can be relied
upon?.

A fairly clear situation for such de-
rogation is given though, when the
data is pseudonymised — as is often
the case in research — and the key to
the identity and contacts of the data
subjects is not available to the con-
troller. However, in such cases, the
controller is still required to make the
information publicly available, for
example on the institutional website
and potentially also through the writ-
ten press.

Continued information
obligations

Last but not least, the information ob-
ligation on the controller does not end
with the provision of information be-
fore the research project commences.
At any time during the data process-
ing, the data subjects have the right
to get access to the data and receive
precise information such as about the
purposes of the processing, the data
categories, the envisaged retention
time, the recipients of the data (in-
cluding processors), and, where appli-
cable, the sources of the data.

While in focussed projects with a de-
fined research question all this infor-
mation is provided in advance of the
study, this right of access becomes
more relevant where a broad consent
was obtained to use the data for a
wider purpose such as research on
a certain disease or health in gener-
al. All projects using the data must
be described then as well as all col-
laboration partners or processors,
including e.g. laboratories that pro-
vide analysis data from biosamples.
Where data were shared outside the
EU, relevant safeguards under which
the sharing took place are also to be
provided.

A challenge is posed by the provision in the GDPR that the data
subjects also need to be informed about any changes to the
purpose of the processing for which the data were collected.
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The ELIXIR-Luxembourg Node is
hosted by the Luxembourg Centre
for Systems Biomedicine (LCSB) at
the University of Luxembourg. It is
focussed on supporting research
on translational medicine data,
i.e. clinical, molecular and experi-
mental data and supports among
other biomedical research activ-
ities the electronic data capture
and management of clinical stud-
ies. The ELIXIR-Luxembourg Node
also hosts translational medicine
data free of charge to make them
accessible to the scientific com-
munity. A data catalogue makes
these data findable. As such, tools
to implement data protection in
research are of central importance
and are not only used for the activ-
ities of ELIXIR but are also available
for other research stakeholders.

The GDPR requires most of this infor-
mation to be part of the records of the
processing institution anyway. Article
30 of the regulation requires that pro-
cessing records which document most
of these aspects are kept either on
paper or electronically.

The Luxembourgish Node of the Eu-
ropean bioinformatics infrastructure
ELIXIR* has developed a data informa-
tion system named DAISY that stores
all this information linked to the clin-
ical research data and makes it easily
available, both for study participants
was well as for audits by the data pro-
tection authorities. B
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